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DETAILED ACTION 

1. Applicant's amendment filed on February 8, 2005 has been entered. 
Claims 1-14 are pending. Claims 3, 4, 6 and 11 are cancelled by the applicant and 
claims 1, 2, 5, and 7-10 are also amended by the applicant. 

Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1-2, 12, and 13 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Dijakovic (US 6,351,539 B1), further in view of Ozluturk (US 
6,148,053), and further in view of Vobach (US 5,307,412 B1) and Degele (US 
5,297,207), and 

a. Referring to claim 1: 

i. Dijakovic teaches: 

(1) A compact dual function Random Number Generator 
(RNG) and Stream Cipher Generator (SCG) including random number generator and 
stream cipher generator comprising: a crypto-engine operable as either a random 
number generator or a stream cipher generator, and a controller (e.g., switch) for 
controlling the crypto-engine to operate either as the random number generator or the 
stream cipher generator, including three multiplexers controlled by the controller to 
supply signals selectively to and receive signals from the crypto-engine, in which a first 
multiplexer is arranged to receive a random number generator seed signal or a stream 
cipher generator key signal, a second multiplexer is arranged to receive dynamic 
synchronization signal and a constant synchronization signals, and a third multiplexer is 
arranged to receive an output signal from the crypto-engine and provide a random 
number output signal or a stream cipher output, respectively in each case p.e., 
referring to Figure 2, Djakovic's invention is an encryption device which has a 



Application/Control Number: 09/837,981 
Art Unit: 2135 



Page 3 



random number generator and three block cipher mechanisms. The first block 
cipher mechanism takes a plaintext input and produces a first enciphered output 
based on the plaintext and on a first key. An exclusive-or mechanism takes as 
input the first enciphered output from the first block cipher and the output of the 
random number generator and produces a combined output. The second block 
cipher mechanism takes as input the output of the exclusive-or mechanism and 
produces a second enciphered output based on the output of the exclusive-or 
mechanism and on a second key. The third block cipher mechanism takes as 
input the output of the random number generator and produces a third 
enciphered output based on the output of the random number generator and on a 
third key. The first and second block cipher mechanisms differ from each other, 
with one preferably being the IDEA block cipher, and the other preferably being 
the Blowfish block cipher (column 2, lines 19-36)]. 

ii. However, Djakovic is silent about a controller (e.g., switch) 
for controlling the crypto-engine to operate either as the random number generator or 
the stream cipher generator. On the other hand, Ozluturk teaches: 

(1) Referring to Figure 1 or Figure 5, the switch 14 
connects the spread spectrum transmitter 10 with an input for either digital voice data or 
digital data (column 2, lines 48-50 of Ozluturk). 

iii. It would have been obvious to a person having ordinary skill 
in the art at the time the invention was made to: 

(1) combine the teaching of Ozluturk's switch into 
Djakovic's system for more flexibility in choosing between the two different generators. 

iv. The ordinary skilled person would have been motivated to: 
(1) combine the teaching of Ozluturk's switch into 

Djakovic's system for improving the security of block ciphers using cipher concatenation 
in combination with a random number generator, (column 1, lines 7-9 of Djakovic). 

v. The combination of Djakovic/Ozluturk do not explicitly 

shows: 
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(1) a random number generator seed signal and a 

synchronization signals 

vi. Whereas, Vobach and Degele teach: 

(1) A pseudo-random number generator is a deterministic 
machine which, when initialized by a "seed" number, produces a string of digits which 
appears to be random (by passing various statistical tests). The output of a pseudo- 
random number generator is periodic, but the period can be made very long. When 
sender and receiver use pseudo-random number generators to produce the second, 
key, or encrypting sequence, they start with a common initializing "seed" and 
synchronize the outputs of their generators (column 1, lines 43-52 of Vobach). Degele 
teaches the invention deals with combinations of, and combinatorial processes 
performed on, the bits of a "seed" cryptographic key in order to produce a new r often 
larger and permissively much, much larger, cryptographic key, or "keystream", that is 
typically as, or more, cryptographically secure than is the "seed" cryptographic key 
itself. The combinatorial processes are typically recursive, and may typically be used to 
produce cryptographic keystreams of any desired length. The typically long output 
cryptographic key, or keystream, is usefully used to encrypt plain text, or to decrypt 
cipher text, data by any number of conventional cryptographic processes, including by a 
one time pad (column 8, lines 20-32 of Degele). 

vii. It would have been obvious to a person having ordinary skill 
in the art at the time the invention was made to: 

(1) mention the use of a seed signal and synchronization 
signals (in Djakovic as modified) to provide a cryptographically secure keystream by an 
"amorphous" process (Degele's abstract). 

viii. The ordinary skilled person would have been motivated to: 
(1) mention the use of seed signals and synchronization 

signals (in Djakovic as modified) since the amorphous processes, should the one in use 
at any particular instance not be known to a code breaker, present a great practical 
difficulty to a cryptoanalyst in discerning either (i) the "seed" key, or (ii) the amorphous 
process(es) operating thereon, from the output keystream. Of course, the output 
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keystream is intended to be secret, and unavailable to the cryptoanalyst who typically 
has only cipher text data (column 8, lines 36-43 of Degele). 

b. Referring to claim 2: 

i. This claim has limitations that is similar to those of claim 1, 
thus it is rejected with the same rationale applied against claim 1 above. 

c. Referring to claim 12: 

i. This claim has limitations that is similar to those of claim 1, 
thus it is rejected with the same rationale applied against claim 1 above. 

d. Referring to claim 13: 

i. Dijakovic further teaches: 

(1) a decision box for selecting whether the dual function 
generator is operating as a random number generator or a stream cipher generator and 
an attractor mapping table connected to the decision box for providing 
encrypted/decrypted data when the dual function generator is operating as a stream 
cipher generator [i.e., referring to Figures 2 and 3, even though block ciphers may 
use the same key for encryption and decryption, they generally have different 
encrypting and decrypting modes. The various block ciphers used herein are in 
their respective encrypting modes when encrypting and in their respective 
decrypting modes when decrypting (column 3, lines 62-67)]. 

3. Claims 5, 7-10, and 14 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Dijakovic (US 6,351,539 B1), further in view of Ozluturk (US 
6,148,053), further in view of Vobach (US 5,307,412 B1) and Degele (US 5,297,207), 
and further in view of Smith (US 5,216,750). 

a. Referring to claim 5: 

i. Dijakovic, Ozluturk, Vobach, and Degele teach the claimed 
subject matter except for: 

(1) including the clipped Hopfield Neural Network pairs. 

ii. However, Smith teaches: 
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(1) Computation system and method using hamming 
distance which include Hopfield neural networks in Figure 2 (column 1, line 37 
through column 2, line 22). 

iii. It would have been obvious to a person having ordinary skill 
in the art at the time the invention was made to: 

(1) include Hopfield neural networks (in Djakovic as 
modified) to preserve some sense of closeness in the known neural networks (column 
2, lines 57-62 of Smith). 

iv. The ordinary skilled person would have been motivated to: 
(1) include Hopfield neural networks (in Djakovic as 

modified) to preserve closeness for encoding sensor output to neural network 
compatible input while retaining a large capacity to avoid data compression or resolution 
loss (column 3, lines 11-14 of Smith). 

b. Referring to claims 7-10, 14: 

i. These claims have limitations that is similar to those of claim 
5, thus they are rejected with the same rationale applied against claim 5 above. 

Response to Argument 

4. Applicant's arguments filed February 8, 2005 have been fully considered 
and the new ground(s) of rejection is addressed above. 

Conclusion 

5. Applicant's amendment necessitated the new ground(s) of rejection 
presented in this Office action. Accordingly, THIS ACTION IS MADE FINAL. See 
MPEP § 706.07(a). Applicant is reminded of the extension of time policy as set forth in 
37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire 
THREE MONTHS from the mailing date of this action. In the event a first reply is filed 
within TWO MONTHS of the mailing date of this final action and the advisory action is 
not mailed until after the end of the THREE-MONTH shortened statutory period, then 
the shortened statutory period will expire on the date the advisory action is mailed, and 
any extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date 
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of the advisory action. In no event, however, will the statutory period for reply expire 
later than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Thanhnga (Tanya) Truong whose telephone number 
is 571-272-3858. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Kim Vu can be reached on 571-272-3859. The fax and phone 
numbers for the organization where this application or proceeding is assigned is 703- 
872-9306. 

Any inquiry of a general nature or relating to the status of this application 
or proceeding should be directed to the receptionist whose telephone number is 571- 
272-2100. 



TBT 

May 29, 2005 



